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3.0 Introduction

3.1 Information is a vital asset, both in terms of the world leading clinical research
undertaken by University College and in terms of the efficient management of services
and resources.

3.2 ltis therefore of paramount importance to ensure that information is efficiently
managed, and that appropriate policies, procedures, management accountability and
structures are in place to provide a robust governance framework for information
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Security policies.

Research projects frequently receive information from third parties including the NHS
which is restricted by specific regulation or contracts. As a result, UCL is subject to
additional responsibilities in satisfying information governance requirements and in
safeguarding highly confidential information. As such, it is the responsibility of all
members of UCL to ensure that information is managed appropriately.

4.0 Scope of this Policy

4.1 For the purposes of this and related policies, that form the Information Governance
Framework outlined below, information is defined as data that can be stored in any
format, including:

4.1.1 Structured record systems: paper and electronic;
4.1.2 Unstructured information: paper and electronic;
4.1.3 Transmission of information by any media.

4.2 This policy covers any research data that could potentially identify individuals or is
restricted by regulation or contract, within UCL, including information relating to past,
present and potential research subjects.

4.3 This policy covers all information systems purchased, developed and managed by, or
on behalf of UCL.
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5.0 Scope of Information Governance

5.1 Information Governance is a framework to enable UCL to handle information including
highly confidential information, legally, securely, efficiently and effectively. It is formed
of the following initiatives and
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through the Data Security and Protection Toolkit and ISMS, along with the expected
risks and benefits.

7.6 An annual ISO/IEC 27001 surveillance audit shall be carried out to ensure that the
Information Security Management System (ISMS) is suitable, adequate and effective
for the needs of the organisation.

7.7 The information security objectives shall be reviewed annually

8.0 Legal and Regulatory Requirements
8.1 The legal and regulatory requirements that this policy aims to fulfil are detailed in the
document IG31 UCL Data Safe Haven Scope document

9.0 Management & Accountability

9.1 Information Governance management across UCL will be coordinated by the
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/staff/task/report-data-breach-including-near-misses



/information-security/sites/information-security/files/glossary.pdf

