






 1 

1. Introduction  

1.1 Cities and the rise of data sovereignty 

What happens in cities today is increasingly what shapes global responses to major challenges, 

from climate change to COVID-19. Not only are cities places where the majority of the world now 

live, they are also important institutions for global governance and institutional innovation, 

underpinned by networks of collaboration that support shared practices, policies and data about 

complex contemporary challenges (Acuto 2018; Karvonen et al 2020). In a world tightly 

integrated through global digital infrastructures, cities are now also key sites for the operation of 

global digital marketplaces and play an increasingly proactive role in their responses to global 

digital platforms like Uber, Airbnb and Amazon (Hodson et al 2020). It is at the city scale where 

local and global agendas collide; where expansive financialised digital infrastructures negotiate 

with local governance institutions in order to operate.  

In recent years, a number of city governments have prosecuted proactive regulatory agendas in 

the face of global ride-sharing companies such as Uber, withdrawing licenses to operate on the 

basis of safety issues and identity verification practices, and Airbnb, regulating licensing 

conditions and establishing stay limitations and quotas. These regulatory interventions have 

highlighted that city governments, despite being geographically bound, have the capacity to shape 

the operations of globally distributed digital platform companies and can effectively ‘punch above 

their weight’. Where many well-known digital platforms have benefited from their global scale and 

ready access to global investment capital to acquire granular urban data, these regulatory 
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institutional integration of digital rights and data sovereignty, combining new technologies with a 

citizen-
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number of fronts by technology practitioners and urbanists (Barns 2016; Mann et al 2020; March 

and Ribera-Fumaz 2019; Mattern 2016). Just as a wave of smart city criticism was emerging, 

questioning the benefits of handing local decision-making capabilities over to global technology 

companies, Barcelona emerged as a key site for the articulation of a more grassroots or bottom-

up technology movement.  

2.2 A 
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cities, including Barcelona (with Barcelona en Comú) and Madrid (with Ahora Madrid). These two 

platforms had emerged, to a large extent, from the Indignados or 15M movement, a series of 

protests against the economic and political system that gained massive support among the 

citizenry in most Spanish cities during the spring of 2011.9 As a result, many of the leaders, 

technologists and hackers involved in the D-CENT programme in Barcelona and Madrid were 



 7 

In October 2016 the Barcelona Digital Plan was launched with an allocation of €75 million to be 

spent annually on digital transformation. The digital plan was structured around three pillars:  

�ƒ Digital transformation of the city council and the city; 

�ƒ Digital innovation and development of the entrepreneurial and social innovation ecosystem; 

and  

�ƒ Digital empowerment of citizens.  

The vision outlined in the digital plan was then translated into a series of legal instruments, 

organisational initiatives and projects, such as a new City OS, Sentilo, DECODE and Steam 

Barcelona (see Appendix 2 for a list of strategic projects mapped to the  ss 4.322and
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technological sovereignty and the migration to free and open software and open standards’ (City 

of Barcelona 2017:4). Figure 1 details the relationship between each of the key documents.  

Figure 1. Key Components of Barcelona Digital Programme 
 

 

Source: City of Barcelona 2017. 
 

These programmes and policies established an ambitious trajectory for transforming the working 

processes, procurement practices, institutional and organisational arrangements in Barcelona, with 

a particular focus on redesigning models for data governance in the city in ways that empowered 

the city and its citizens. The paper now turns to the core elements of this data governance model.  

2.3 A new data deal: key principles  

Fundamental to the new strategy was a rethinking of the key models and frameworks used to 

govern the us
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ensure common wellbeing, and which is exchanged on a quid pro quo basis (City of 

Barcelona 2018:7). 

A key concept presented by the data policy was that of a ‘data commons’, which set out the value 

of data for collective, shared benefits. The creation of a data commons derived from the idea of 

data sovereignty and required a set of new protocols governing the sharing and use of data, 

underpinned by new contractual arrangements with citizens and service providers. Through 

encrypted, privacy-by-design software developed through DECODE, city residents were to be 

given the opportunity to ‘decide what they keep private and what they want to share, and with 

whom and under what conditions’ (City of Barcelona 2018:8). This intentional, citizen-first 

approach to data governance placed Barcelona at the vanguard of cities seeking to enhance the 

capacity of their citizens to ‘invest’ their data in key areas of interest. Accompanying the 

introduction of these policies was a joint publication by Evgeny Morozov and Francesca Bria called 

Rethinkinge90uto48q -1.7 (ty)inna6-8.3  (t)-3.2 C(z)3.9 (e90uto4y,om)-7ed 
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combined budget allocation of €1.288 million: (1) the deployment of the CityOS data lake, 

redefining its data architecture; (2) the creation of an MDO; and (3) the revamping of the existing 

open data portal (City of Barcelona 2018: 39).  

Oleguer Sagarra is a data scientist and founder of Dribia, a data analytics start-up, and was hired 

by the city to translate the vision of the data commons into a set of concrete measures. As 

Sagarra reflects:  

We basically needed three things. First, to put all the city’s data in one place. Second, we 

had to create a unit that controls the data infrastructure, and determines how data can be 

used and leveraged, by whom and when, and that trains people about what it means to deal 

with data. Third, we needed to give more value to the existing open data portal. 

The goal of the new CityOS was to establish a ‘data lake’ with a standardised data ontology for 

the city of Barcelona. The data lake was described as the ‘architecture, processes and operational 

standards based on application programming interfaces (API), which make it possible to group 

data sources’ (City of Barcelona 2018:7) and was conceived as a key technological tool to 

improve the data governance in the city. The decisions on how to build the data lake, how to feed 

it and how to connect it with the outside world were assigned to the MDO, and the Municipal 

Institute of Information Technology (IMI), the municipal entity in charge of IT.  

The MDO was the first of its kind in Spain. Its mission, functions and responsibilities were 

established in a municipal circular published on 18 April 2018. The MDO was put in charge of the 

governance of all the data owned or under the custodianship of the city of Barcelona. 

Organisationally, it was established under the city’s manager and functionally dependent on the 

CTIO. The MDO focused on establishing the CityOS data lake, and in parallel on the 

implementation of the data commons strategy and ethical digital standards, particularly 

implementing data sovereignty clauses in public procurement. The city also established and runs a 

board for governing data, which includes departments as well as other agencies that were under 

the umbrella but directly within the City Council structure.  

Operating as an internal service provider to other departments, the MDO’s approach is to provide 

data science services for these areas to use data to better understand their problems or evaluate 

their actions. The focus here is on ‘agile’ methodologies, which incorporate relatively lean 

strategies that involve ‘failing fast’ and abandoning initiatives quickly if they do not work.  

A third strategic action in the move towards a more integrated data commons was to revamp the 

open data portal. According to Sagarra, ‘The existing data portal was already good according to 

Tim Berners-Lee’s standards and compared to other cities in Spain, but there was a window of 

opportunity because there was a contract being renewed.’ The first thing was to make sure it was 

developed using CKan, a widely used open source protocol for the management of city 

dashboards. The second important principle was to make sure the portal went beyond publishing 

data and became more integrated into the workings of the city. The API was changed to make it 

easier to use, and the city facilitated forums with users to understand how they were using it, what 

data was being used and the value it was generating.  
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The third aspect was using the portal as an opportunity for internal transformation. For example, 

the city had an existing system, called IRIS, where citizens could ask questions and the city had to 

provide an answer within 21 days. The team integrated IRIS with the open data in a way that if a 

user asks for a dataset, the person responding can get the data much more swiftly, because the 

department in control of the data has a legal mandate to provide the dataset. This reflects work by 

the MDO in seeking to connect the open data portal with the CityOS data lake, making sure that 

data is shared with the outside world via the centralised ‘data brain’ within the City Council. 

3.2 
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part by setting rules on who can access it, for what purposes and on which terms. As part of 13 

partner organisations across Europe, Barcelona and Amsterdam were identified as two participant 

cities, and with Bria taking on the role of CTIO within the city of Barcelona the coordination of the 
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participation dynamics of the city and (ii) create a community of activists, developers and hackers 

that could become an interlocutor to the city’s newly launched MDO on all matters related to data 

policy in the city. In this way, the project sought to increase the community’s participation in the 

city’s data governance ecosystem. In the first pilot, 223 participants posted 77 proposals, 

submitted 118 votes, 86 comments and two petitions, and held eight meetings (DECODE 2019). 

The second DECODE pilot was focused on the use of Internet of Things (IoT) technology, 

specifically with citizens who use sensors to measure environmental impacts such as noise or 

pollution levels in their homes. Since this data is very granular, the community members had 

concerns about the detailed information they were giving away and how this could be used, for 

example, by private companies to profile homes subject to certain pollution levels, with associated 

negative impacts on housing prices or insurance premiums. The pilot focused on developing 
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For example, an evaluation of the Digital Plan25 conducted by the City Council found 54,000 jobs 

and 2,600 companies were operating in Barcelona’s digital sector. The plan also provided figures 

on the technological infrastructure and the open data portal and their use, with, for example, 50 

datasets uploaded to the Open Data Portal, 130,000 users and 3 million daily registries from 

sensors. The activities launched by the City Council on democratic participation (over 40,000 

participants), transparency (160 whistle-blower communications on corruption cases), digital 

inclusion (for example, 39,000 participants in digital capacity-building sessions and 15,000 

participants in training on technological entrepreneurship) and social innovation (30,000 

participants in the Maker Faire) also point to the high levels of dynamism and engagement 

generated during the period around the key strategic areas of the digital transformation plan for 

the city. 

Changes to working practices are also ongoing, with an increased mainstreaming of agile 

methodologies, and the adoption of free and open source software and innovative procurement 

practices. Progress on some of these fronts is not easy, however. As Carol Romero, who is part of 

the community that runs the Decidim platform, Metadecidim, recounted, ‘Even though Barcelona 

has been an advanced city in all these processes of digital transformation, it still is an institution 

with a culture that needs to go through a change process... We have seen some changes in the 

adoption of free software and open source, and the initial work of publishing policies and guides 

has had an impact, but change is too slow.’26 In part, this may be due to organisational inertia and 

resistance to change, but there are also legitimate reasons for the adoption of new tools and 

practices. The public administration has a duty to protect rights and fulfil its fiduciary obligations, 

and meeting those may sometimes require additional steps or longer processes. There are also 

concerns about the sustainability of some open source or free software providers, and whether 

they will have enough capacity and for long enough periods to meet the city’s needs on 

technology. 

With regards to the new data deal, we heard several reflections from participants. First, the city 

has made progress in raising the institutional importance of data through the creation of the MDO, 

which has strong political backing, and its close connection to top decision-making. At the same 

time, its strategic insulation from day-to-
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technological capitalism with a human face.’27 Later that year, before the new elections, Francesca 

Bria left the city after having completed her mandate.  

A loss of momentum towards digital sovereignty at the political level may also have impacted the 

focus on building the capabilities of the city administration with regards to data. For Pau Balcells, 

one of the main challenges faced by the MDO was the lack of skills: 

‘The biggest challenge that we have is to train personnel in data science. If you want to 

enroll people, you need to go through a public process which is really slow and really 

painful. You have to negotiate with civil service unions, and you also need to negotiate 

budget with the different areas of the city and so on, so this is a really hard process, and, 

unfortunately, it’s not a fast process, so we really have a lack of well-trained personnel in 

data science, or in the related aspects of data, so we have very limited capacity.’28  

Given these limitations, the MDO has also focused on providing training and capacity-building to 

other areas, and it also supports other departments when they are contracting data science 

services. Overall, ‘We are less than halfway where we want to be,’ is Pau Balcells’ assessment.29 

Finally, mainstreaming and scaling the technology piloted through DECODE has also faced some 

challenges. For Calleja-López, the lack of emphasis on digital sovereignty and a shortage of time 

impacted the scalability. ‘We had almost all the pieces together: communities of people that are 

still in contact and are doing many projects; we had the vision; we had actually also a prototype of 

the technology. We had the key element that was the connection within the city and someone 

who was absolutely committed to this… but we were not able to finally close the loop and make it 

fully stable… I believe things like extra funding and Francesca (or someone akin to her) staying 

another term were necessary conditions to stabilise the DECODE model.’30 Pablo Aragon gave 

two additional possible reasons for why the pilot developed through DECODE was not fully 

integrated into Decidim: ‘Either a lack of political commitment or a need for greater resources, or 

both.’31 Others, like Andres Pereira de Lucena, one of the developers of Decidim, found that the 

technology developed under DECODE posed some usability challenges: ‘The problem with the 

technology developed under DECODE was that, due to how blockchain operates, participants had 

to use an external mobile application and we found that this was too cumbersome, and what we 

wanted to have is fewer steps for the voting process to enable scalability and better user 

experience…’ The DECODE solution had not been designed and built to enable secure electronic 

voting, but when Decidim searched for a tool for it, it turned to a Microsoft application called 

ElectionGuard.32 

 

27 Antonio Calleja-López, April 2021. A preliminary take at these differences by Calleja-López can be found at 
https://www.elsaltodiario.com/atenea_cyborg/el-futuro-de-la-humanidad-y-la-tecnologia-hacia-un-capitalismo-
tecnologico-con-rostro-humano and in a forthcoming academic article that reviews the last ten years of technology and 
city visions in Barcelona. 
28 Pau Balcells, April 2021. 
29 Pau Balcells, April 2021. 
30 Antonio Calleja-López, April 2021. 
31 Pablo Aragón, April 2021. 
32 Andrés Pereira de Lucena, May 2021. 
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Despite these challenges, Barcelona remains one of the frontrunners in promoting the cause of 

digital rights and data sovereignty at the city scale, and its programme remains influential 

worldwide. The active community of hackers, academics, practitioners and citizens that pushed the 

government to embrace a progressive agenda for data governance is still present and the building 

blocks for transformation are now in place. This is the assessment by people like Sagarra, who 

think it is still early to fully evaluate the transformation of Barcelona: ‘This was a very ambitious 

and radical agenda, so it is not realistic to find impact so soon. Time will say which initiatives stay 

and which ones fall.’33  

Nevertheless, there is an impact that is already visible. Barcelona has turned into a tangible 

example of how a new governance model for digital rights and data sovereignty is possible. The 

city has not only designed and started to implement this new model, but has also showcased it 

and defended the need to promote an agenda that needs to spread to other cities and move 

beyond the local level. 

4.3 Spreading the digital rights and data sovereignty agenda beyond 

Barcelona 

Barcelona’s experience has already influenced the EU strategy and policy on data. First, it has put 
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and now with a membership of over 50 cities worldwide, the coalition operates as a network of 

cities helping each other in the greenfield of digital rights-based policy making. The coalition is 

committed to promoting and defending digital rights in an urban context through city action; to 

resolving common digital challenges; and working towards legal, ethical and operational 

frameworks to advance human rights in digital environments. As well as supporting the city of 

Barcelona in drafting data access, use and management clauses for its procurement contracts. 

Malcolm Bain, who was interviewed for this paper, remains active in the coalition. 

One of the key supporters of the coalition is the United Nations, through UN Habitat and the UN 

Office of Human Rights. UN Habitat has been distributing the policy toolkit developed by 

Barcelona in cities around the world and has incorporated the lessons and instruments in its 

flagship programme, People-
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Barcelona’s data commons model relied on strong charismatic leadership. However, as we have 

seen, such forms of leadership can be susceptible to changing political support. For charismatic 

leadership to remain transformative, it needs to be institutionalised in order to stabilise 

bureaucratic autonomy, and build further digital and governance capabilities within city institutions. 

The civic autonomy also faced usability issues in its key ‘privacy by design’ solutions. In the case of 

Decidim, there are still questions about whether issues about privacy really affect citizens’ 

participation in online platforms. As noted by Andres Pereira de Lucena, ‘Privacy issues and 

concerns about their data does not seem the main concern of users in Decidim. What we see 

from anecdotal evidence is that the main barriers are the level of impact of the process (non-

binding consultations do not seem to attract participation), as well as the lack of usability and 

clarity in the presentation of the topic subject to participation in the platform.’39 This points to 

important challenges in turning co-creation practices into technological solutions able to deepen 

and retain the momentum of co-creation. To Aragon, ‘Citizens are more likely to participate if they 

perceive that their participation is going to lead to some action that is meaningful for their life.’40 

Further, the issue about not being able to know who is participating in the Decidim platform 

remains. One way the community has tried to address this is by including a voluntary 

questionnaire, so that people willing to share their data can give their consent, yet this is in a quite 

experimental stage. As Romero notes, ‘We still have this trade-off between protecting privacy and 
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extracting and appropriating that value. One of the reasons for this is lack of data literacy. Also, 

the public sector has to put more pressure on for a better business-government data exchange 

and finally government needs to provide a better technical tool for people to use the data.’42 

Advancing on all these fronts will be essential for a city to fully realise the vision of data as a social 

infrastructure for public value. 

 

6. Conclusion 

The case of Barcelona shows the increasing role that cities — their governments and their citizens 

— have in shaping the response to some of the most pressing questions around digital rights and 

data sovereignty posed by the increased datafication of our societies and the power dynamics 

that go with it. The city of Barcelona was able to articulate a novel vision around the democratic 

and ethical governance of data in the city through a set of policy, organisational, legal and 

technological tools available to local governments.  

First, the city articulated a clear vision around an ethical management of data that protected 

citizens’ rights and ensured that data is configured as a social infrastructure leveraged for 

unlocking public value. Second, it reshaped the locus of data in the city organisation by setting up 

an MDO headed by a chief data officer; redesigning the data architecture and infrastructure 

through a new CityOS data lake; and revamping the data portal to ensure that public, private and 

personal data could be transformed into that social infrastructure. Third, the city boldly used 

procurement clauses to ensure that decisions around who produced, owned and exploited the 

data generated in the city remained in public hands. Finally, the city experimented with the 

development of cutting-edge technology that would enable citizens to share data while retaining 

control over it. 

In so doing, Barcelona showed how cities can use tools such as procurement practices and 

licenses to operate to shape the conditions in which data is collected, shared and used. Since vast 

amounts of data are actually generated in cities, the impact of the adoption of these practices at 

scale by city governments around the world can be transformative. The case also demonstrates 

how cities can become fundamental testing sites, but also promoters of technological innovations 

and infrastructures that are necessary to provide alternative models to the ones developed by the 

private sector.  

Renegotiating the data contract to ensure democratic and ethical standards will not be an easy 
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There are also inherent and productive tensions in efforts directed at defining more democratic 

and ethical models of data governance. This is a nascent field, both in practice and in research, so 

there is also a need to further investigate the strengths and weaknesses of emerging models and 

their ability to solve or manage some of these tensions. Other tensions, of course, are inherent to 

the process and will just morph as different needs, power dynamics and models evolve. 

Core to a new agenda on data is the conviction that data can be unlocked to create public value 

through better decision-making and policies, and Barcelona and other cities have demonstrated 

this with concrete cases. This is an important contribution, but in order to articulate alternative 

economic models of data, the city level may not be enough. It is fundamental to continue exploring 
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